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Abstract

Segnent routing supports the creation of explicit paths using

adj acency-si ds, node-sids, and binding-sids. It is inportant to
provi de fast reroute (FRR) nechanisns to respond to failures of |inks
and nodes in the Segnment-Routed Traffic-Engi neered(SR-TE) path. A
poi nt of local repair (PLR) can provide FRR protection against the
failure of alink in an SR-TE path by exam ning only the first (top)

| abel in the SR | abel stack. |In order to protect against the failure
of a node, a PLR may need to exam ne the second | abel in the stack as
well in order to determ ne SR-TE path beyond the failed node. This
docunent specifies how a PLR can use the first and second | abel in
the | abel stack describing an SR-TE path to provide protection

agai nst node failures.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 21, 2016.
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I nt roducti on

It is possible for a routing device to conpletely go out of service
abruptly due to power failure, hardware failure or software crashes.
Node protection is an inportant property of the Fast Reroute
mechanism |t provides protection against a node failure by
rerouting traffic around the failed node. For exanple, the

mechani sns described in Loop Free Alternates [ RFC5286] and Renote

|l oop free alternates [I-D.ietf-rtgwg-rlfa-node-protection] can be
used to provide node protection to ensure mininmal traffic |loss after
a node failure. The solutions to provide node protection in this
draft use SPF based |ocal protection nechani sns.
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Section 2 describes problens with SR-TE paths and need for a
speci al i zed nmechani smto provi de node protection for the SR TE pat hs.
Section 3 describes the solution applied to paths built using

adj acency-si ds, node-sids and binding-sids. Section 3.4 describes
the solution applied to egress node protection.

2. Node Failures Al ong SR TE Pat hs
sid: 1 sid: 2 sid: 3 sid: 4 sid:5

1000- 2000 1000- 2000 1000- 2000 1000- 2000 1000- 2000
4----4+ 10 +----4+ 10 +----+ 10 4----+ 10 +----+

| RL|----] R |----] R3 [----- | R4 |-~ | R5 |
+----+ +----+ +----+ +----+ +----+
\ \ /
\ 10 \ 100 / 60
\ \ /
\ +----+ +----+
+--| R7 |--------- | R8 |
+----+4+ 30 +----+4+
/ sid: 7 sid:8 Packet Header:
/ 1000- 2000 3000- 4000 e +
/ 10 | 1008 |
+----+ S +
| R6 | | 3005 |
+----+ N +
sid: 6
1000- 2000

Figure 1. Sanple Network

The topol ogy shown in Figure 1. illustrates a sanple network topol ogy
wi th SPRI NG enabl ed on each node. The SRGB and t he segnent index
corresponding to each node is described in the topol ogy di agram

2.1. Node protection for node-sid explicit paths

Consi der an explicit path fromR1l->R5 via Rl->R7->R8->R4->R5. This
path can be built using R1->R8 and R8->R5 shortest paths. The |abel
stack contains two node-sids 1008 and 3005. The 1008 | abel woul d
take the packet to R8 and get popped. The next |abel in the stack
3005 woul d take the packet to the destination R5. |f the node R8
goes down, it is not possible for R7 to perform FRR wi t hout exam ni ng
t he second | abel in the incomng |abel stack (3005). R7 does not
need to understand the neaning of |abel 3005 in order to perform
normal forwarding in the absence of a failure. However, in order to
support node protection, R7 will need to understand the neani ng of

| abel 3005 in order to determ ne where the packet is headed after RS8.
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Anycast addresses are in general advertised by nore than one node and
if per-prefix LFA calculation [RFC5286] is used node protecting paths
can be found for the anycast sids. |If a node protecting path is
avai l abl e for the anycast sid then the context table | ookup nechani sm
woul d not be required. Oherw se, the anycast |abel has to be popped
and next | abel |ooked up to find where the packet should be

f or war ded.

2.2. Node-protection for adj-sid explicit paths

R1- R2: R2- R3: R3- R8: R4- R5:
1024 1034 1044 1064
4----+ 10 4----+ 10 +----+ 10 +----+ 10 +--- -+
| RL|----] R |----] R3[------- | R4 [------ | RS |
+----+ +----+ +----+ +----+ +----+
\ \ /
\ 10 \ 100 /60
\ \ /
\ +---- 4+ +----+ R8-R5: Label stack
+--| R7T |--------- | R8 | 1054 for explicit
+----+ 30 +----+ R8-R7: path from
/ 1074 R1- >R5:
/ Fommm e e +
/ 10 | 1034 |
+--- -+ - +
| R6 | | 1044 |
+----+ R +
| 1054 |
Fommmm e a +
| 1064 |
- +

Figure 2. Explicit path using adjacency sids

Consi der an explicit path from Rl->R5 via Rl->R2->R3->R8- >R4- >R5.
This path can be built using adjacency sids, as shown in Figure 2.
The di agram shows the adjacency sids advertised by each node required
to realize this path, as well as the conplete | abel stack. Wen a
packet leaving RL with this |abel stack reaches R3, the top of stack
contains the |abel 1044 which will take the packet to R8. The next-
next-hop in the path is R4. To provide protection for the failure of
node R8, R3 would need to send the the packet to R4 w thout going

t hrough R8. However, the only way R3 can |learn that the packet needs
to go to the R4 is to exam ne the next |abel in the stack, | abel

1054.
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2.

3.

3.

3.

3. Node-protection of binding-sid explicit paths

Bi nding sids (defined in SR architecture
[I-D.ietf-spring-segnent-routing]) allow the SR TE path to be built
using a hierarchy of sub-paths. The binding sid provides a single

| abel to represent a set of nodes and links. |If the node adverti sing
t he binding sid goes down, the traffic needs to be protected. The

| abel stack involving the binding-sid contains next |abel in the
stack which corresponds to the end point represented by the binding-
sid. The penultimte node of the binding-sid advertiser cannot know
the nmeani ng of the next |abel in the stack.

Det ai | ed Sol ution using Context Tabl es
1. Building Context Tables

[ RFC5331] introduced the concept of Context Specific Label Spaces and
there are various applications maki ng use of this concept. A context

| abel table on a router represents the Label Information Base (LIB)
fromthe point of view of a particular neighbor . Context tables are
built by constructing incom ng | abel mappi ngs advertised by the

nei ghbor and the actions corresponding to those |abels. The |abels
advertised by each node are |ocal to the node and may not be uni que
across the segnent routing domain. The context tables are separate
tables built on a per-neighbor basis on every node to ensure they
represent LIBs of a particul ar nei ghbor.

When a node | earns the node-sid, SRG, and adjacency-sids or binding-
sids froma nei ghbor, the | abel mapping is added to the context table
correspondi ng to that neighbor. The output actions for the | abel
mappi ng are derived based on the actions that the nei ghbor woul d
performon recei pt of the |abel.

The follow ng section illustrates how the context table is
constructed to allow the PLR to provi de node-protecting paths for the
next - next hops in the previous exanpl es

2. Building node protecting paths for node-sids
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R7's Transit

Routing table

Node Protection for SR-TE Pat hs

[ e e ————————(— =}
| i n-1 abel | Qut | abel |
=== === =——=——=—=—===+4
| 1001 | Fwd to RI, |
[ e [ e
| 1002 | swap 1002, Fwd |
| | to R1 |
+========== t+======—==—=—=—=====+4
| 1003 | swap 1003, Fwd |
| | to R1 |
[ e [ e
| 1004 | swap 1004, |
| | Fwd to R1 |
+========== t+======—==—=—=—=====+4
| 1005, | swap 1005, |
| | Fwd to RL |
[ e [ e
| 1008, | pop, fwd to r8
I | *pop, | ookup I
| | context.r8 |
+========== ===+
* - | ndicates backup path.
R7’ s Context Table for RS
[ e e ————————(— =}
| i n-1 abel | Qut | abel |
+========== ===+
| 3001 | Fwd to RI, |
[ e [ e
| 3002 | swap 1002, Fwd |
| | to R1 |
+========== t+======—==—=—=—=====+4
| 3003 | swap 1003, Fwd |
| | to R1 |
[ e [ e
| 3004 | swap 1004, |
| | Fwd to R1 |
+========== t+======—==—=—=—=====+4
| 3005, | swap 1005, |
| | Fwd to RL |
[ e [ e

Figure 3. Transit

The above Figure 3 shows the transit

t abl e of nei ghbor

Hegde & Bowers

R8 built at

Expi res Septenber 21, 2016

March 2016

routing table and Context Table at R7

routing table and the context

R7 for the exanple network shown in
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Figure 1. Wen the adjacency with R8 cones up, R7 builds the context
table for R8 and adds the | abel nmappings to the context table by
addi ng the node-sid index of all the nodes to the SRGB advertised by
R8. The output action is constructed by |ooking into the R7’s SPF
and backup SPF conputations for the next-nexthop. The backup SPF
conput ations as defined in LFA [ RFC5286] are applicable here. The
R7' s SPF and backup SPF conputations for the next-nexthop may provide
multiple loop free primary or backup paths. A loop free path that
does not include the failure node (R8 in this exanple) is chosen and
downl oaded to the context table.

R7’s routing table entry for R8s sid i.e |label 1008 will have a pop
and forward action and the backup path SHOULD have action pop and

| ookup into the context table of R8. Wen the node R7 detects R8
goes down, R7's forwardi ng plane does a local repair and points to

t he backup path. Wen a packet whose top label is 1008 arrives at
R7, the top | abel is popped, and the next |abel is |ooked up in the
context table for R8. As shown in Figure 3, if the next label is
3005, the packet will be directed to R5 along a path that avoi ds RS.

3.2.1. Building node protecting paths for adjacency-sids
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R3's Transit Routing table (partial)

[ e e ————————(— =}
| i n-1 abel | Qut | abel |
=== === ———=—=—=—=—=—==+4
| 1044 | pop,Fwd to R3, |
| | *pop, | ookup |
| | context.r8 |
[ e e ————————(— =}
| 1004 | pop, Fwd to R4 |
| | *push 3004, |
| | fwd to R8 |
[ Sy s sy
* - I ndicates backup path.

R3’s Context Table for R8 (partial)
+

=== - ———————=—=—=—
| i n-1abel | Qut | abel |
[ e e e p——t— )
| 1054 | pop,Fwd to R4, |
=== o= ———=——=—=—===+4
| 1074 | swap 1007, Fwd |
| | to R2 |
[ Sy s sy

Figure 4. Context Table at R3

The processing for the packet is simlar to nechani sm explai ned for
node sids in section Section 3. 2.

Figure 4 shows the context table constructed at R3 corresponding to
R8 for the sanple network shown in Figure 2. Adjacency sids are
attached to the Iink advertisenents in IGPs and the |ink
advertisenments contain the node information of the renote end. Wen
R3 | earns adj acency sids fromR8, it builds context table for R8

whi ch contains the adjacency |abels advertised by R8 and the out put
action is built by looking at R3’s own SPF and backup SPF
conputations for the renote end point of the link. Anong the

mul tiple primry/backup paths to the renote end of the link, a | oop
free path that does not pass through R8 is chosen.

3.3. Node protection for binding sids
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sid:1 sid:2 sid:3 sid: 4 sid:5
1000- 2000 1000- 2000 1000- 2000 1000- 2000 1000-2000
R1- R2: R2- R3: R3- R8: R4- R5:
1024 1034 1044 1064
R4: 2014 =========================
+----4+ 10 +----+ 10 +----+ 10 +----4+ 10 +----+
| RL|---o] R2 [----] RB [-nnn-- | Re |-~ | RS |
+----+ +----+ +----+ +----+ +----+
\ \ /
\ 10 \ 100 /60
\ \ /
\ +----+ +----+
4| R7 |--mmmmm-- | R8 | R8-R4: 1054
+----+ 30 +----+ R8-R7:1074
/ sid: 7 sid:8
/ 1000- 2000 3000- 4000
/10
+----+
| R6 | Explicit path from Rl->R5:
+----+ S +
sid: 6 | 2014 |
1000- 2000 L +
| 1064 |
S +

Figure 5: Node Protection for Binding SID

Figure Section 3.3 describes a sanple network where R2 advertises a
bi ndi ng sid 2014 for the path R2->R3->R4. This nmechanismis very
useful in conpressing the |abel stack depth as a sub-path can be

represented using a single label. The explicit path
R1- >R2- >R3- >R4- >R5 can be represented by 2 | abel stack as shown in
above figure. |If the node that advertises the binding-sid goes down,

protection nechani sms are needed for the binding sid that the node
advertised. A receiving node that prograns a forwarding path for the
bi ndi ng sid should find a node protecting path to the |ast node of
the path represented by the binding sid. |In the above sanple
network, Rl prograns a backup path for binding sid 2014 with the node
protecting R LFA path to R4 which consists of two |abels [1008,

1004]. Wen the packet reached R4, it has the |abel 1064 in the

| abel stack and can recognize this |label and forward to R5. The node
protecting path could be conputed using various FRR technol ogies |ike
LFA [ RFC5286], Renote-LFA [ RFC7490] , TI-LFA

[1-D. francoi s-rtgwg-segnent-routing-ti-lfa] etc.
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3.4. Node protection for edge nodes

sid: 1 sid:2 sid:3 sid: 4 sid:5
1000- 2000 1000- 2000 1000-2000 1000- 2000 1000- 2000
R2: 1024 R3: 1034 R8: 1044 R5: 1064
R4: 2014 ===============—======—====
+----+ 10 +----4+ 10 +----+ 10 +----+ 10 +----+
| PE1|----] R |----] RB3 |------- | R4 |-- | PE2|] context 1.1.1.1: sid 10
+----+ +----+ +----+ +----+ +----+\
\ \ / \+----- +
\ 10 \ 100 / 60 /| CE1 |
\ \ / [ +----- +
\ +----+ +----+ R4: 1054 +----- +
+--| R7T |--------- | RB | -------- | PE3 |context 1.1.1.1
+----+ 30 +----+ +----- +sid 10
/ sid: 7 sid: 8
/ 1000- 2000 3000- 4000
/ 10
Fo---+
| R6 |
+----+
sid: 6
1000- 2000

Figure 6: Node Protection for edge nodes

The node protection mechani sns that are described in previous
sections depend on the assunption that the | abel below the top | abel
in the | abel stack are understood in the |G domain. |If the edge
node goes down, the | abel below the top | abel representing the edge
node could be BGP service |abel or |abels representing other
applications. Service mrroring use case is described in
[I-D.filsfils-spring-segnment-routing-use-cases] The Custoner edges
are nmulti-honmed to provider edges and one of the PE's acts in primry
role and the other in protector role. The two PEs advertise a
context ip address for each custoner site and attaches a prefix-sid
to the context. The protector PE advertises a binding sid with Mbit
set which inplies mrroring capability for the context. Protector PE
buil ds the context table for the BGP service |abels advertised by the
primary PE for the sane context. The BGP service is built using
stack of |l abels with context-sid at the bottom of the |abel
stack.when the | abel ranges advertised by the PE2 and the penultinmate
node, Penultimate node does not understand the bottom | abel which is
advertised by the node PE2. Any penultinmate node of PE2 builds a
context table for PE2 as explained in the section Section 3.1. This
context table contains the sid for the context-id and output action
is to pop the top | abel and replace with the binding sid that the
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7.

7.

protector PE advertised for the context 1.1.1.1. The binding sid
directs the protector PE to | ookup the context table of Primary PE
for the BGP service |labels. The node protection mechani sns descri bed
in this docunent al so ensure the edge node protection when uniform

| abel range is not assigned across the entire | GP donmai n.

Security Consi derations
TBD

| ANA Consi derati ons
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